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(inp) :
(inp) (SECRET) :
cl, c2 (inp, SECRET):
cl c2:
(is_key_correct ( OD))
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ftEER Timing Attack Tlmlng Attack

17 S L MHEEE Timi
$;H-IH§FEE ? 8: +EZE Timing Attack
§ L $h{TBRG ?
¢ , timeit timeit( o
is_key_correct( )
, number-=N) N )
( , timeit timeit(
is_key_correct( )
, number=N) / N )
( , timeit timeit(
is_key_correct( )
, number-N) N )

[allen@allen-pc timing-attack]$ python3 test.py
INCORRECT_LENGTH: 1.1840343299991218
SECRETABCDE : 5.092783100008091
SECRETVALUE: 6.626864189966
[allen@allen-pc timing-attack]$ []
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BETE overflow UAAILL dump HEBY key » E2ERAEFAEEHVER
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. MRBENZALE > BEEEIITEEY AGRE—LE
o URHEBEEUF AELEENRERLEBEER » 52

side-channel attack
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String Comparison » —{EEAEARZ s 5

MREHE—E token BREFERER expire » REEEE ?

token tokens
token - :token NOW() < valid_until

YT FrA Database system #B{#EF memcmp LLERF & »
PA18 memcmp BE|FULEACRLE R early exit T ©
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fHER Timing Attack ° Tlmlng Attack BE—R Code » J8FY code EET ?
32— S L_(H@EE Timi
ﬁE_EQ Code ? EE& code I’E@T ? 3 +EE=Z Timing Attack
) N L_FBE—H Code » B code /EET ?
. N
length = c[-1]
([o b c[-length:] b length]):
paddingError( )
c[:-length]
OF

iv, ciphertext - c[:16], c[i6:]
aes = AES new(secret key, AES MODE_CBC, iv)
unpad (aes . decrypt (ciphertext)) .decode ()
(ciphertext) :

plaintext - decrypt(ciphertext)
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ERETEEET CBC Mode #1 PKCS#7

Padding IEFEEFERIGRYMITIRE R —IK
= HITEFERILAES padding oracle
— Padding Oracle Attack !

Allen Chou Timing Attack Aug. 20, 2022



HHEER Timing Attack

Lab 1. String comparison B f#

n LEHARIEE SECRET WRE
» B—EAFZT—EZETER

B © 3min (R0 » ZEAEIMATTHY)
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L Noise
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{RUAABY distribution :

Time Distribution
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L Noise

YR noise XK REIEIBBNER

BJSERY noise :
n AERRIELE
= CPU £ |/0 BR:AE
m cache

m etc.

FRLAUEZERNZE ME input FYBITREZE “LN°'§3b
a7
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IRTEEME payload AYBITEFREIRY distribution
AN{RIRNERIE payload
HITRREIRE —8 ? WRA—x > BMELLEIR ?

BIBMRETRY ¢ t-test YETFZX > p-value < 0.05° & !
REBIBMRETEY [ 85 ?
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L #sHBRERIRE 101

ReRiEE B MIERRE -
m Null Hypothesis [EEE(RER Hy: TERIBIR & BRIEBEBBRS EEERR
m Alternative Hypothesis ¥137{R5% H1: £1 Null Hypothesis ¥f37HI{R
iR BREiER R

p-value : 7E Null Hypothesis T ERZ24E 12 MRAVIEE =
p-value 1R/)\

= 7£ null hypothesis TERZRZIYNILE 3 AR ZRIR /)N
— null hypothesis A 2EERY
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AR RI U A

m Independent Test: R aERE LI&IL

m Dependent Test: B A=l (E.g. EEMEA B _EHEER)
WRRHERE > FLICREEE Independent Test

FEBE M EREFEIRRT2HER - tERHER
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L Wilcoxon rank-sum test

. EREIETE nonparametric test : & population MRA] « FAE
BN SRABIR VD EHER
Wilcoxon rank-sum test X#8 Mann Whitney U Test > =—TELERAR e
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L Two-sample Kolmogorov-Smirnov test (KS-test)
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REBII—EAETIA: EXFEH#
FUBK MEMEDHESHEE
(goodness-of-fit)

KS-test . EEER CDF Z fEJHVEERE

5% © distribution A BYEEREM S /A distribution B
— distribution A BY CDF A#% distribution B BY CDF
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Box Test

HAI—BBEETIA | ERRIENEME distribution » TR LLEIRAGIELE
R o

BIZE—1E “box” [P(Ib), P(ub)] (P(z) & xth percentile) > 1R m{E
distribution BY box RBEEMEKEAREM distribution ©

i 1b,ub BF tune B9 > BREBEHAZH
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1. LEBRIBNERAIRERIMEEER (A jitter ~ CPU MIFHIEEZ
) BN BERFRESEEE-

2. MRILLBFIREY > AJBEEHATHIFE e.g. MIFBERA cache
FRIUATRBEE B RIRIGAER » MEBRER P RENHF

3. B box #HE false positive s » A false negative ¥
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Morgan & Morgan #EtH—1{E#% Box Test 2¥RHVEEE :

1. EHTE box width w =1 TFAIE lower bound b =0 & 50 Y
accuracy * % accuracy BRI ©

2. HHEFEREEE b Ex w=[0.5,6] MILEIRFETFE FP £ FN
(BP |[FP-FN| &/\) B9 box width w* °

3. EF#BY box width w* Z48 step 1 ° #F! accuracy =AY lower
bound Ib* » LHAER4ZEY lower bound °

4. R b BFTE w* £0.7 Z[E > IHEIRETE FP B FN #Y box
width » LEZARAB box width °

Allen Chou Timing Attack Aug. 20, 2022

2022-09-06

Timing Attack
L Classifier

L Box Test

1. HEMEHEMU gradient descent BIMES
bound B box width » BBZ fine tune B

EBIRAET PP 8LFN

> SRR EIGFRY lower

) accuracy B lower
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R (%F) RRKESTREB input > BIRJLIR S ZEMEE

« BRAMMERR (g HEIRZEARE)
« MIRFEENARKNE - BEESLER
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L Wilcoxon signed-rank test

Wilcoxon signed-rank test BY matched pairs experiments iR ©

Allen Chou Timing Attack Aug. 20, 2022



Classifier Tlmlng Attack 252 rank-sum BESH classifier
A PN e S L Classifier
BB rank-sum BE&RY classifier =

1 SEAIENERE—RER » IS -

P o pe :‘Imfﬁﬁ)&N%"\}tjﬂitpﬂ;—.ﬁ!ﬁ:ﬁgm;ﬂy
Lgﬁé rank-sum HESHY classifier ETIRK R

WMRERENETRZ binary BIIE ?
HERIZIEERHEER rank I REEEFLEIILT ©

1. SERENEEE—RER - IBRREIHHES -

2. EABEREE N X > WEY N K beHEmryTFs o
3. HHER TR K/ &IHIE ©
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L-Estimators & order statistics FY4R 14405 ©

® R L-Estimators :
m P{IE (E3ZEY 50th percentile)
m Midhinge (25th percentile £ 75th percentile BYS15)
m Trimean (W)

B (JEZEB) L-Estimators BIIAFZREE central tendency ©
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L-Estimators

WNREFEAIARRE input » FREENEMIE input WRBIEZEERETIZER 0
BPE]

— IREREZER central tendency B@E1ET 0
= BJLAfEMA L-Estimator

RE [-Estimator Fifd BIBYERFREIZRY central tendency B —EBY
threshold > FAfRARIIES 0 BEIMEMEE °
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L-Estimators Classifier

I—L— Estimators

Morgan & Morgan IR T —ZRF R LAEARY L-Estimators ©

Midsummary

P(50 — w) + P(50 4 w)
2

Hrh w @—3%H width > P(x) =& xth percentile ©
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BoOHFEE—RXER timing attack BY padding oracle attack AE o

Rifd 5 288 (RIS » REAERRY)
https://reurl.cc/m3DdQ]
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1. 7 input RAFERITHE
]

2. inpu
3 AL

Timing Attack =& % :
1. R[E input BB AEHFITERE
2. input B HEPIE
3. ATLLEER) B AT timing leakage
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ZRE&— : Constant-time implementation

L B&— : Constant-time implementation
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String Comparison, Revisited

SECRET
(inp) :
(inp) (SECRET) :
cl, c2 (inp, SECRET):
cl c2:
(is_key_correct ( OD))
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String Comparison, Revisited

BEGR Fast-failing FAETLL T $H0E 2

(inp):
result
(inp) (SECRET) :
result
cl, c2 (inp, SECRET):
cl c2:
result
result
(is_key_correct( ON

Well... it depends.
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O
. I_ 11 i = Compiler (8125 UIT compier) FEHEH optimizaton » HETAERE
Y0{AT#% Compiler &2 CPU H R g —ivgation
L 4n{aI# Compiler £2 CPU 71
[ Comp”er (@ﬁ“ JIT Comp”er) 3'5';%"133-& optimization ) ﬁﬁjﬁg& . branch prediction : 5% train F CPU » Z1&FHEHA branch
optimize FY3BFZAHE side-channel TR[ElIE prediction BRBTEMANE input BHET
eg. EHMMA Fast-failing o . virtual memory address : BISEM{E address TEAREF RAM B—1E
£ swap 12H » REARBIRMBERERITHRE T

» EEMEESAEREE 1T code » EIELERAIIERZE
constant-time B o
e.g. short-circuit evaluation

m CPU B9 speculative execution tHEJSEEFTEIZE side-channel ©

m 7E virtual memory address BFEXRFLTEFREER address BFF_ERIRETE
FTEAFRMT
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String Comparison
LString Comparison

1. BRME & =4 T HEG short circuit evaluation

(inp): 2. BESEERY MR SECRET RE
result
cl, c2 (inp, SECRET):
result cl c2
result (inp) (SECRET)
(is_key_correct( O»
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Padding Oracle, Revisited
LPadding Oracle, Revisited
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1. B AES-GCM ZR{EfE Encrypt-then-MAC BY75%1RE ciphertext

it imi ) R E R EIRIE |
FRLUE(ESFMIMIBY Padding Oracle Attack » REEME(R constant-time Fi 2 WL i3 i (el © 20 S R T

BILLTY ... HE?
A2 » TABZA] > Ftirs& ciphertext BY integrity ME !

— f& input REEAE ERIRIEN o
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Mitigation Timing Attack
I—Mitigation

REE T FEMR input NEEREEIEN
L 588 = © FER input ARMERE AN
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1. BIENA == & checksum » FERHE input 5L memory address

MR input FEFEABIUTEEIEFIN > FAEA timing leakage A GERERHER A cache BIEM page fault) > EBRIREIEAERSMNEY
ME o timing attack

fFgn : TEEEFIET input BY integrity ©

P.S. B¥E integrity BF/JVly timing attack (?)
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String Comparison, revisited, again.

LString Comparison, revisited, again.

(inp):
hmac (inp, KEY) hmac (SECRET, KEY)

(is_key_correct( 0))

MEKEEENE HMAC (inp, KEY) HIAT n f@ bit R1IEFER > WEEEXN
MBI AE HMAC (inp' , KEY) BYAT (n + 1) 18 bit FFEFERAMY inp' ©
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RE&= ! FE(R timing leakage A PIA

H[OIFERFRENN_L random noise ?
— ZARRME T » MRS EEHIR
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L5588 = : FE{R timing leakage BT

1. random noise FE AT IR INEE > (BRIAES

BIUET
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Mitigati P g Comparin » BT80N
Hieation Timing Attack SHRE oo B A

o . ~ ORIV e
String Comparison *> BYFHIEEE S —Mitigation
LString Comparison > B{FHIARE

fEHAAE - ARIARIFHRET
m PHP : hash_equals, password_verify
m Java: MessageDigest.isEqual
m Python: hmac.compare_digest
Go: 1E crypto/subtle ¥EHEH ConstantTime H 7
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BB Timing Attack

EHEZRM Timing Attack
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Timing Attack
L = E £ H T
AES : RS2 HREY Timing Attack

L-AES

AES B —FEE substitution—permutation
network BY symmetric block cipher algo-
rithms ©

AT INREH » 5% software implementa-
tion EfEA T-tables (T-Boxes)
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L_AES £ Cache-timing Attack

7ZHX T-tables BY index £ key LAK plaintext BR »
RBTFEN—1E memory address I EEZE R = cache
M EZE—1E memory address FYREEZERH cache-miss HF °

FX...

FEtEZR 2 Timing Attack IfE ©
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oy . S | zrEEa H T
Mltlgat|on g: ZHEE2HEY Timing Attack
§ LMitigation
N
FBTFEY lookup table ##p% constant-time ! 1. djb #6EIBAR © BER AES computation & interrupt
i P 2. BAFRAM CPU EAANE AES BIEMET

fi#;%— © {BPUSR T-tables #BZE L1 cache ABFERMAE I flush 32 ©
Bl . 7£ time-sharing OS _EARAJ1T ©

FEZ L EEREXIR (eg. AES-NI)
MREXZEXEMERN AES » ReeiFEEREZIE ©
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f#7A= : Bitslicing
$B—AE@ function EHpY—3f single-bit logical operations (e.g., AND, OR,
XOR, NOT) > #A&FFA bitwise operations [EIRFEHITTZ 1@ instance ©

REFF > BRERFHITEEFER 1 — 1 89 lookup table
(@ =aif ¢ = 0 else b)

AUEEM d= (G & ~c) | (b&c)
MEFR—B—BE _LBE(E lookup table HEFEZK o
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FEOCRFEEBERNL
#

]

n
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SNRMIBIERERAE -

FEEHCEFBBEREEE » BIIRERLETHEREMEEZHA
fif o
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L Browser HIEY Timing Attack

Browser 51l Timing Attack

Browser FFHY Timing Attack

Allen Chou Timing Attack Aug. 20, 2022



Browser Y Timing Attack Tlmlng Attack
O
3 L Browser HIEY Timing Attack

Same-origin policy £ XS-Leaks
LSame—orig;in policy £ XS-Leaks

Same-origin policy (EIREXZR) iREEAE origin  (4815) AY script 82
document RILAUN{AI E &} ©
FRLURBIBE B AELL » A EERAINEERIRRERE

Cross-site leaks (XS-Leaks) Z35FIF side-channel attack KR IRASIRK
SOP fRERIHIR
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Network Timing Browser HfY Timing Attack

L Network Timing

T{@n\n—LEEHATnm state (e 2

TEBAN) A REERETR -
FEHEIAERSRY > ERIANE EE%% BTN o
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L Network Timing
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MRRBERERZET ZVFE > TUEEES! fetch o

start = performance.now();

fetch( » 1

mode ,

credentials
}) .then(() => {

time - performance.now() - start;

log( time )

125
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Network Timing

NRAEFEZERE (615 subresource) BEZ /DS > ol IAEE

iframe E’\J onload °

iframe .createElement (
iframe.src ;
iframe.sandbox ;
.body .appendChild (iframe) ;

start = performance.now();
iframe.onload O =1
time = performance.now() - start;
log( time
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L Network Timing

1. onload BTEFAA resource E3 T ESTH JS EBMITSEA#EEE » L
sandbox B EEIE JS 1T > FRAG EILMNEALR network

measurement
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Mitigation

FRIAFR IR ERE(R HT TP response 5& constant-time FY... 0§ ?

SameSite Cookies : Lax B Strict ®#% cross-site requests B Es
cookie ©

X-Frame-Options: DENY 2B =B > FAEZE2SEE Response
Header FFEASRIBHMITRIFA T ©
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LMitigation

1. MBZETE cross-site top-level navigation BF Strict A& cookie
(FAIAERIRRZHEIL) B Lax &
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° Timing Attack History Sifing via Cache Proing
3 -ce . . S | S
History Sniffing via Cache Probing 3 Browser FREJ Timing Attack
g LHistory Sniffing via Cache Probing

BEZEEEEH resource ﬁﬁﬁ?ﬁﬁi_ cache » @WEH%FEJE'J#Eﬁ_JHm
TR resource = R1E cache A » EMRIRERE FEERS E 4L o 1. A cache 5BZ| geolocation RIfIF
2. BHEBRALER > FIANHE cache EERIERERIFEEE IR 500ms °
The visited page took 479 ms. EE JS E’JBE%U 'fE%I/\JA%:kW%%HEEZ:ﬁE
The unvisited page took 746 ms. 3. HEEEEMRBEAEM cache probing

Hello World, __visited-000000 Hello World, unvisited-132346

{3 Inspector Console [ Debugger PN Network {3} Style Editor () Performance {3k Mer

\\ I+ Q © Al HTML CSS
. Method ile Initiator Type Transferred  Size

GET b cac ng.htn ocume html

GET s ument plain

GET % 1... unvisited-132346 subdocument plain
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Timing Attack

Mitigation : L Browser FREY Timing Attack R

LMitigation

m Cache Partitioning: R[@ origin THY cache DK EIE o

n —EFEEREE I cache (Cache-Control: no-store, no-
cache, must—revalidate)

m J0_E random token {8 attacker FHI3E resourse FIIE (/
logo.png?t=<random token>)
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Conclusion

Conclusion

m Timing leakage BELUERIH AFEE - E—EFEALIE
constant-time Ff > FEEE G RA T RERREN ©

m BIEFAA timing leakage B3R B B ° THEEEIFE
constant-time FYFZTURLTERAY ©

n RIS » RAAEMAESRIEET ©
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